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ADULT ENTERTAINMENT VS. CHILD PORNOGRAPHY

These devastating statistics, outlining the very young ages of victims of online child sexual exploitation should eliminate any
confusion about the nature and intent of CP. Consumers of CP are not in the market for “risqué” images of young-looking
18-year-olds. They are pedophiles seeking images of the sexual abuse of very young children. Likewise, CP operators are
not webmasters of adult entertainment sites inexplicably risking long-term imprisonment by attempting to skirt age
restrictions. As detailed above, CP operators are criminals trafficking in the most heinous material imaginable.

A recent DOJ report noted: “Child pornography is unrelated to adult pornography; it clearly involves the criminal depiction
and memorializing of the sexual assault of children and the criminal sharing, collecting, and marketing of the images.’
(United States Department of Justice, 2010. The National Strategy for Child Exploitation Prevention and Interdiction: A
Report to Congress, p. 8.) This finding is borne out by forensic analysis of CP images, as well as by ASACP Hotline data.
Legal adult entertainment sites have been reported to the hotline, but only in error. By 2009, reporting of legal adult sites had
dropped nearly to zero, signifying that such sites were no longer even being mistaken for CP.

Indeed, the adult entertainment industry’s strong and consistent support for ASACP demonstrates an industry-wide
commitment to protecting children and fighting CP. ASACP’s Best Practices help adult sites avoid even the appearance of
impropriety, and underage performers who have falsely represented themselves as adults using government issued
documents have been quickly blacklisted and their videos immediately removed from circulation by the adult entertainment
community. This kind of industry self-regulation represents both an ethical stance and a practical one, since adult
entertainment businesses have no incentive to knowingly put themselves at risk when it comes to child pornography laws.

DISTRIBUTION

Since CCP websites are illegal and thus generally unable to promote themselves via traditional advertising and marketing
techniques, they employ sophisticated traffic generation schemes. Complex systems of “feeder” sites — mislabeled websites
and links in search engine listings — trick web surfers into clicking through to a CCP website’s "doorway” page, which
contains “teaser” content and links to billing pages. Thus, search engines and directories are likewise “tricked” into indexing
CCP websites. Meanwhile, the feeder, doorway, billing and paid access content pages are often all hosted in different
locations, utilizing different servers, under different legal and national jurisdictions. This “decentralization” makes it more
difficult to track and detect CCP.

CCP operators also send out links via millions of “spam” emails and online message board postings, as well as unsolicited,
fraudulent instant messages (IMs). They utilize “bot” networks — Internet connected computer systems infected by malicious
code — which allow them to remotely control compromised computers (‘zombies”) without the owners’ knowledge. Bots run
hidden code in the background of normal operations, collecting email addresses stored on those compromised systems and
turning them into email servers, which then send spam to large numbers of other systems, spreading the malicious code.
Bot networks can also host child pornography content on an infected computer without the knowledge of the owner. This has
obvious and frightening implications from a legal standpoint as well.

A NOTE ABOUT “SEXTING”

Though sometimes taboo, sexual expression among teenagers has always been a rite of passage. Among today’s
teenagers, electronic communication has become more common than face-to-face interaction. Unsurprisingly therefore,
with the advent of smart phones equipped with Internet access and high-resolution digital cameras, some teenagers are now
creating and sharing their own sexually explicit images and videos online. This is known as “sexting,” and though it differs
greatly from CCP and NCCP in terms of original intent (and ultimately, prevention strategy), the resulting material fits the
current legal definition of child pornography. Such material can propagate beyond its intended audience, and join the pool of
online CP redistributed and collected by CCP operators and pedophiles.

5042 WILSHIRE BLVD # 540, LOS ANGELES CA 90036-4305, PHONE: +1 323-965-1400 EMAIL: joan @ asacp.org



Page 7 of 17

The teens involved can be prosecuted under child pornography statutes, although some states have passed, or are
considering laws to more appropriately address this new phenomena. However, this is matter that needs to be and should
be handled by parents rather than wasting already strained government resources.

THE ASACP HOTLINE

ASACP operates an online CP reporting hotline where anyone can report suspected child pornography. Hotline staff
members investigate all “raw” reports, and follow up with appropriate action (see below). As of 2010, the ASACP Hotline has
processed more than 500,000 raw reports.

DATA TRIAGE AND ANALYSIS

The ASACP Hotline receives as many as 12,000 raw reports per month. In order to review, classify and investigate such a
large volume of reports with minimal staffing resources, ASACP has developed custom proprietary analytical software that
automatically recognizes and classifies spam, invalid web addresses (‘bad” URLs) and duplicate reports. This enables
hotline staff to review and investigate raw reports within 24 hours of receipt.

Figure 2 illustrates the average volume of monthly reports of suspected child pornography received by the ASACP Hotline,
between 2005 and 2009.
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(Figure 2: Average Monthly Report Volume, by Year)
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CLASSIFICATION
After review and analysis, the ASACP Hotline staff separates these raw reports of suspected CP into 10 categories:

* Red Flag (RF): Determined to be child pornography under U.S. Federal Law

« Spam (SP): Not related to child pornography

« Prior (PR): A duplicate report of a suspected child pornography website that was previously investigated by the
ASACP Hotline

« Non-Website (NW): Suspected CP disseminated via P2P (Peer to Peer), BitTorrent, newsgroups, web communities,
chat/message boards, IM (Instant Messages) and IRC, chat rooms, etc.

* Not CP (NCP): Reports that do not relate to child pornography under current U.S. Federal Law

* Child Modeling (CM): Sites with clothed child models, also known as “non-nude’

« Art: Legitimate artistic renderings of children

 Legal Adult (LA): Legal adult entertainment websites

« Bad URL (BURL): Site was not active online when reviewed

* Not Recorded (NR): An error occurred while the report was submitted or captured

CONFIRMED “RED FLAG” REPORTS

Once ASACP Hotline staff determines that a reported site may be child pornography, they identify the hosting, billing, IP
address, ownership, and linkage of the suspected CP sites and forward “Red Flag” notifications to the appropriate
government agencies and associations. These include the FBI, the Department of Homeland Security and the National
Center for Missing & Exploited Children (NCMEC), as well as specific international hotlines depending upon the countries
involved. ASACP also notifies internet service providers (ISPs) and online payment processors when their web hosting and
billing

services are abused by CP operators. Finally, ASACP “scrubs” against its own membership database to verify that no
ASACP member sites or their affiliate programs are being used to advertise or distribute CCP.

The data obtained from these reports provides law enforcement and other stakeholders with reliable information as to the
sources of CP and the infrastructure that supports its commercial proliferation; it also provides insights into the evolving
nature of online CP. ASACP’s database has often been subpoenaed by law enforcement during the prosecution of child
pornography cases.
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